Configuration Options

Glossary
Option Type

version string
platform string
type string
api_id string
api_secret | string
host string
api s array
access_le | integer
vel
multiple_ | boolean
user
idm_sspr | string
_url
idm_sspr | string
_label
alternate_ = string
providers | array
group_by | string
pass array
allow_self = boolean
_signed

conf_vers  int
ion

enabled_  boolean

on_uac
adaptive_  boolean
enabled

bypass_in
terval

integer

store_see | boolean

ds

Description

The version of the IDP API being used

The platform this configuration is for.

The backend this installation is targeting (IdP, CA, etc.)

Deprecated The API ID used to authenticate to the backend.

Deprecated The API Secret used to authenticate to the backend

Deprecated The host URL used to connect to the backend.

List of idp instances, will be list of the following parameters
Option

Type Description

host The host URL used to connect to the

backend.

string

The API ID used to authenticate to the
backend.

id string

secret The API Secret used to authenticate to

the backend

string

Controls local versus remote access bypass (typically used
when an admin wants 2FA on remote logons only).

Controls whether to show cached user names (typically used for
server environments where a large number of people are
logging in).

The host URL used to invoke the self service password reset
workflow in the browser

Deprecated

List of GUIDs of other credential providers allowed to exist on

the system

List of AD group names that can bypass 2FA

Controls if we allow self signed certificates on the server side

Login for Endpoints Configuration version

Enabled credential provider on Run As Administrator

Enable adaptive login

Value in seconds. 0 means disabled.

Enable/Disable seeds cache. If cache is disabled users are not
going to be able to log in while being offline.

Platforms
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Windows
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/Mac
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Windows
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Windows

Windows

Windows

Windows
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conf_version

1 and higher

1 and higher

1 and higher

2 and higher

1 and higher
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1 and higher

1 and higher

2 and higher

2 and higher

2 and higher
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Valid Settings Notes

v2 -> For fixes of
CP-418. This
value is
recommenced to
be used

vl, v2.

windows, mac

idp, ca ca is not currently

supported

cannot be empty

cannot be empty

cannot be empty

cannot be empty

0 (always on), 1 (local
only), 2 (remote only),
3 (always off), 4: (sspr
only, 2fa off: Only
valid for Windows)

true, false

array of valid GUIDs

group name or
domain\groupname (e.
g. "BypassGroup",
"DOMAIN\\BypassGro

up"

true, false

1, 2,3, 4,5 (will be Added since 19.06

empty on version 1)

true, false (empty on Added since 1.0.4

version 1)

true, false (empty Since 19.06
defaults to true)

Any positive number Since 19.06
true, false (empty Since 19.06

defaults to true)



custom_e
rror_mess
age

legacy_ht
tp_comm
unication

hide_retry
_option

lang_locale

passwordl
ess_enab
led
logi—atte
FAptS

auto_add
_plaps
grace_per
iod

install_wit
hout_idp

follow_idp
_redirect

string

boolean

boolean

string

boolean

int

boolean

int

boolean

true

Text to display to the user if there was an error during the login
process.

If present and set on true, the client will switch to the old HTTP
library, only use as last resource, not recommended. This library
behavior is not homogeneous among different OS versions and
have some bugs.

Will be deprecated soon. Internal / troubleshooting use
only, should not be used on production environments

Enable/Disable the retry option to connect to idp

Language code to display strings in Ul

Enable/Disable passwordless functionality

Number of login attempts that the user has to login without 2fa.
0 means disabled.

Automatically allow any Pre-Logon Access provider available.

Numbers of day on which that the user can login without 2fa. 0
means disabled.

No check IDP connection at installation level

Ability to follow adaptive redirects to external forms

Sample version 5 ('since 20.09)
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IMac

Windows
IMac

Windows

Windows
/Mac

Windows

Windows /
Mac

Windows

Windows/
Mac

Windows/
Mac

Windows

2 and higher

3 and Higher

3 and Higher

3 and Higher

3 and Higher

4 and Higher
(Deprecated
since v5)

5 and Higher

5 and Higher

5 and Higher

5 and higher

true, false,
non_present defaults
to false

true, false,
non_present default
to true

lang code, default
value "en_US"

true, false

Any positive number

true, false

Any positive number

true, false

true, false

Since 19.06

Since 19.09

Since 19.09

Since 19.09.
Currently at 19.09
en_US is the only
valid value. to be
extended on the
future

Since 19.09

Since 20.03

TBD

Required if
install_without_idp
is true

If the value is
true a grace
period or
access_level =3
needs to be
configured

Requires
adaptive_enabled
to be true



"access_level": 0,
"adaptive_enabl ed": true,
"follow idp_redirect": true,
"alternate_providers": [],
"apis": [
{
"host": "https://endpoint01. gosecur eaut h. con Secur eAut h19",
"id": "50b8bd3c9b8b4edf b83385bal80f cchb”,
"secret": "del41d3f532be6035c3206083df 96c8d1b645220094705aaa3f f 9765b0ala8le”
}
1.
"aut o_add_pl aps": true,
"bypass_interval": 0,
"conf _version": 5,
"custom error_message": "",
"enabl ed_on_uac": true,

"group_bypass": [".\\Adnministrators"],
"hide_retry_option": false,
"idmsspr_url": "https://endpoint0l. gosecureaut h. conl Secur eAut h29",

"grace_period": 5,
"install_wi thout_idp": true,
"multiple_user": false,
"passwor dl ess_enabl ed": true,
"platforn: "w ndows",
"store_seeds": true,

"type": "idp",

"version": "v2"

Sample version 4 ( since 20.03)

{

"access_level": 0,

"adaptive_enabl ed": true,

"apis": [

{
"host": "https://endpoi nt 01. gosecur eaut h. con Secur eAut h19",
"id": "50b8bd3c9b8b4edf b83385bal80f cchb",
"secret": "del41d3f532be6035c3206083df 96c8d1b645220094705aaa3f f 9765b0ala8le"”
}

I

"bypass_interval": 0,

"conf _version": 4,

"l ogin_attenpts": 3,

“custom error_nessage": "",

"enabl ed_on_uac": true,

"group_bypass": [".\\Adnministrators"],

"hide_retry_option": false,

"idmsspr_label": "2. L4W SSPR",

"idmsspr_url": "https://endpoint0l. gosecureaut h. com Secur eAut h29",

"mul tiple_user": false,

"alternate_providers": [],

"passwor dl ess_enabl ed": true,

"platforni: "w ndows",

"store_seeds": true,

"type": "idp",

"version": "v2"

}

Sample version 3 ('since 19.09)



"access_level": 0,
"adaptive_enabl ed": true,
"al l ow_sel f _signed": true,
"alternate_providers": [
"{ 6f 45dcle-5384- 457a- bc13- 2cd81b0d28ed} ",
"{60b78e88- ead8- 445c- 9cf d- 0b87f 74eabcd} "
1.
"apis": [
{
"host": "https://Iocal host/ SecureAut h3",
"id": "000860c9324d4c79817dledeeecce8ff",
"secret": "e29e3f4f8a3150f 579ealdbde65c9012aac65859ee1404d70c0ed655842b194b"

}
1.
"bypass_interval ": 300,
"conf _version": 3,
"custom error_nessage": "For assistance, please contact Acne hel pdesk at 949-555-1212,
https:// hel pdesk. acneco.com ",
"enabl ed_on_uac": fal se,

"group_bypass": [ "BypassG oup", "DOVAI N\\BypassG oup", ".\\Admi nistrators"],
"hide_retry_option": false,

"idmsspr_|label": "2. LAW SSPR',

"idmsspr_url": "https://local host/ Secur eAut h2",

"lang_|l ocal e": "es_US",

"l egacy_http_communi cation": false,
"mul tiple_user": false,

"passwordl ess_enabl ed": true,
"platforni: "w ndows",
"store_seeds": true,

"type": "idp",
"version": "v2"
}
Mac Sample
{
"access_level": 0,
"adaptive_enabl ed": true,
"apis": [
{
"host": "https://Iocal host/ SecureAut h3",
"id": "000860c9324d4c79817dledeeecce8ff",
"secret": "e29e3f 4f8a3150f 579ealdbde65c9012aac65859ee1404d70c0ed655842b194b"
}
1
"conf _version": 3,
"group_bypass": [
"groupl",
" \\ Admi ni strators",
" myDomai n\ \ Dormrai nAdni ns"
1.
"platforni: "mac",
"store_seeds": true,
"type": "idp",
"version": "v2"
}

Sample version 2 ('since 19.06)

hel p@cneco. com or



"access_level": 0,
"adaptive_enabl ed": true,
"al l ow_sel f _signed": true,
"alternate_providers": [
"{ 6f 45dcle-5384- 457a- bc13- 2cd81b0d28ed} ",
"{60b78e88- ead8- 445c- 9cf d- 0b87f 74eabcd} "
1.
"apis": [
{
"host": "https://Iocal host/ SecureAut h3",
"id": "000860c9324d4c79817dledeeecce8ff",
"secret": "e29e3f4f8a3150f 579ealdbde65c9012aac65859ee1404d70c0ed655842b194b"

}
1.
"bypass_interval ": 300,
"conf _version": 2,
"custom error_nessage": "For assistance, please contact Acne hel pdesk at 949-555-1212,
https:// hel pdesk. acneco.com ",
"enabl ed_on_uac": fal se,

"group_bypass": [ "BypassG oup", "DOVAI N\\BypassG oup", ".\\Admi nistrators"],
"idmsspr_label": "2. L4W SSPR',
"idmsspr_url": "https://|ocal host/ SecureAut h2",

"l egacy_http_comuni cation": false,
"mul tiple_user": false,

"platforni: "w ndows",
"store_seeds": true,

“type": "idp",

"version": "v2"

Sample version 1( deprecated) (1.0.4 and earlier)

{
"version": "v1",
"platforni: "w ndows",
"type": "idp",

"api _id": "111860c9724d4c79817dledbbbccelaa”,
"api _secret": "119e3f 4f 8b3150f 679ealdbde6589012aac65857ee1404d70cled655842b19aa",

"host": "https://Iocal host/secureauth3",
"access_level": 0,

"mul tiple_user": false,

"idmsspr_url": "https://|ocal host/secureauth2",

"idm.sspr_| abel ":
"al ternate_providers": ["{60b78e88-ead8-445c-9cfd- 0b87f 74eabcd}"],
"group_bypass": ["BypassG oup", "DOVAI M\BypassG oup"],

"al | ow_sel f_signed": false

hel p@cneco. com or



	Configuration Options

